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New Lessons 
in Print Security
How Old-School Printers 
Put Today’s Educational 
Institutions at Risk

There’s a new risk facing educators and school administrators: the vulnerability legacy printers bring to school networks. 
As printers evolve from output devices to fully functional computers with hard drives, operating systems, and networking 
components, they become more vulnerable to hackers targeting valuable school data. This data includes documents and 
information collected by schools on a routine basis: CORI forms, medical information, and at the higher education level, 
financial data that includes tax, income, and investment documents. Even though networked printers are an entry point 
into school networks, they are often overlooked when it comes to information security.

As schools consider whether to upgrade outdated print technology or make the most of a previously purchased capital 
asset, the cost-benefit analysis is changing. The full cost isn’t the CapEx; it’s the cost of insecurity that can lead to a data 
breach. In 2017, educational data breaches cost schools $245 per record.1 And with as many as 25 percent of state 
universities reportedly unprepared for a network attack, schools are more financially vulnerable than ever to a print 
security breach.2 

Is Your School Prepared?
Cyber thieves are targeting schools in part because 
they have a perceived lack of security and a penetrable 
network parameter that includes legacy printers that 
open the door to malicious activity. What’s more, 
educational institutions take longer than other types of 
organizations to respond to an incident. In fact, it takes 
on average 221 days for schools to identify a breach and 
another 83 days to contain it.1

Print Vulnerabilities at a Glance
• Data that can be hijacked as it moves from endpoints 

to the printer
• Data stored within the printer hard drives may be 

accessed via network penetration
• Data exploited through control panel or USB ports on 

printers located in unmonitored areas
• Documents left unattended on printer trays

State of Print Security
• 64 percent of IT managers believe their printers are 

likely infected with malware3

• 44 percent of network-connected printers are not 
secured against unauthorized hard drive access4

• 56 percent of companies don’t see printers as a risk 
and ignore them in their endpoint security strategy4

HP Print Security for Data and Document 
Protection
A new class of secure printers are on the rise, architected 
with integrated security to protect schools at the device, 
data, and document levels. HP is leading the way with 
the world’s most secure printers5 that can stop an attack 
at the moment it starts6 with industry-leading data and 
document protection that safeguards:



• Imaging and printing fleets
• Data in transit and at rest
• Printed documents
• Cloud access
• Printing from mobile devices

HP simplifies print security with real-time threat detection 
and self-healing technologies that protect the printer 
hard drive and operating system from unauthorized 
changes and access. Network intrusion controls identify 
and block backdoor attacks, keeping educators, staff, and 
students free to print and scan from devices, clouds, and 
PCs with less risk.
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How it Works
• Firmware vulnerability: Whitelisting ensures that only 

HP code is loaded into memory and will self-heal with a 
reboot — and notify IT if compromised

• BIOS vulnerability: HP SureStart detects and prevents 
malicious code upon bootup and self-heals by restarting 
with secure BIOS

• Network vulnerability: HP JetAdvantage Security 
Manager policy-based fleet security checks and validates 
settings for every HP printer in your fleet7

• Print queue vulnerability: Run-time intrusion detection 
detects and stops attacks within memory or outbound 
requests, and forces a reboot to make repairs

Computer Solutions for Print Security
Founded in 1993, Computer Solutions is an HP Silver partner that can 
connect you to the right print solution for your institution. We will work with 
you to identify your print requirements and target the best HP print security 
solution for your needs; one that will secure your data and accelerate your 
workflows with economy and efficiency. Our staff of IT experts is trained and 
qualified to help you optimize your print investment with us. We’re certified 
as a minority-owned, historically underutilized business (HUB) by the state 
of Texas and listed on the Texas CMBL vendor list.

Questions? Contact us at 866-379-2127 to learn more.

Computer Solutions Inc.
417 W. Avenue F
Midlothian, Texas 76065
866-379-2127
www.cs-inc.co
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